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Warfighter Needs

Data Access & Discovery

Global Access to the Network

Single Network Infrastructure

Common Network Policy 
& Standards

Web 2.0 Tools
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Transformation Using GNEC Strategy

CSA Memorandum: LandWarNet Global Network Enterprise Construct 
Strategy Implementation, 2 March 2009

the next three years, the Army will transform 
LandWarNet to a centralized, more secure, 
operationalized, and sustainable network capable of 
supporting an expeditionary Army in this era of 

Chief of Staff, Army 
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Transformation Outcome

Operationalize LandWarNet to 
enable global warfighting capability

Dramatically improve Network 
Defense posture

Realize Economies and Efficiencies
while improving Effectiveness

Enable Army Interoperability and 
Collaboration with mission partners
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Network Service Center Construct

Theater NetOps & 
Security Center (TNOSC)

Fixed Regional 
Hub Node (FRHN)

Area Processing Center 
(APC)

Provides Global Transport
Intra-Theater Connectivity
Up to 3 Div per Hub Node
Connect to each other & 
DISN services in garrison

Data & Applications
Consolidated IT hardware
Projection & forward 
staging of info & services

Technical oversight, enterprise, 
content, spectrum & Help Desk
NetOps SA & optimize GIG avail
Information Assurance & Security
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Network Service Center 
(NSC)

Network Service Center Construct

Theater NetOps & 
Security Center (TNOSC)

Fixed Regional 
Hub Node (FRHN)

Area Processing Center 
(APC)
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Five Operational NSCs Global Construct
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JOA
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Network Service Center Construct
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Reset (Phases 0-1) Transition Deploy (Phases 2-5)

Satellite
Transport

Applications Services & Data

Global Defense Network

Area Processing 
Center

Internet
Teleport/STEP 

FRHN
A-GNOSC

At Home/TDY

Installation Processing 
Node (IPN)

Logical Extension
of APC

TNOSC
At Post/Camp/Station

Deployed Tactical
Network

Tactical IPN

Sensors

TNOSC

JTF
(Corps/ESB)

Army Enterprise Architecture
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GNEC Operational Goals

defined by our responsiveness
Responsiveness is dependent upon 
expeditionary capabilities

Many expeditionary capabilities are 
NETWORK dependent

tailorable and networked
organizations operating on a rotational basis sustained flow
of trained and ready forces for full spectrum operations
against unexpected contingencies
sustainable for our all-volunteer force Chief of Staff Army, 6 Apr 2010
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Transforming  Our  Army  &  Our  Signal  Regiment
Supporting  Efforts  to  Attack  the  Processes  that  Slow  C4/IT  Innovation
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Enterprise E-Mail

Enterprise E-Mail contract status:
Draft RFI: 5 March 2010
Industry Day: 24 March 2010
Final RFP: 3rd QTR / FY10
Contract Award: 4th QTR / FY10

Spiral 1 Priority will be BRAC Users
Focus on AMC, FORSCOM & TRANSCOM HQs
Expand to Ft Riley, Ft Huachuca & Redstone Arsenal
Potentially 251K Users

Will evaluate performance and potential, then move 
to Spiral 2 for remainder of Army and then DoD
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NSC/APC Strategy

NSC/APC Spiral 1 contract status:
RFP Prep: 2nd-3rd QTR / FY10
Industry Day: 3rd QTR / FY10
SSEB: 3rd QTR / FY10
Contract Award: End 3rd QTR / FY10

Outcomes of the NSC/APC strategy include:
Migration & Hosting Services for Applications & Data
Infrastructure as a Service
Containerized Services
Disaster Recovery & Business Continuity Services
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Active Directory (AD)
Single Forest within CONUS 12 Feb 2010
Global AD Forest, July 2012

Remedy ITSM/Enterprise Service Desk (ESD)
Tobyhanna Army Depot ESD IOC 29 Jan 2010
Toll Free number available within 90 days

Systems Center Configuration Manager (SCCM)
NIPRNet CONUS Automated Reporting, TNOSC view NEC Status & Inventory
Federated Reporting Capability, SMS Legacy/CA 31 Mar 2010
IT Asset Management (ITAM) Automated Aggregation OPORD 31 Mar 2010

Host Based Security System (HBSS)
ABCS Synchronization Test 2 Feb 2010
Deployment Status, 15 Jan 2010: NIPRNet 71%, SIPRNet 32%

Allows Retirement of 31 Tools & Global Tool Standardization
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Proving the Concept: OPVAL II

Early collaboration. Maintain continuous access 
to data resources across space & time utilizing a 
single, persistent tactical identity

Fight upon arrival. Rapidly deploy to an austere 
environment, fight upon arrival, seize & maintain 
the initiative without loss of operational tempo or 
situational awareness

Enterprise Battle Command. Command & 
control widely-dispersed forces through NSC-
provisioned warfighting services

America's Army The Strength of the Nation 162010-04-20T12:00:00Z

Demonstrate Operational Capabilities

Deploy a BCT-sized unit leveraging the range of global network 
enterprise capabilities through all phases of its deployment in FY11
Deploy all BCT-sized units relying on the range of global network 
enterprise capabilities through all operational phases NLT FY12

GEN George Casey, Chief of Staff Army 

75th Fires Brigade

SIPR

EMAIL

CPoF



Review  and  Transform  C4/IT  Requirements  Process
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Review  and  Transform  C4/IT  Requirements  Process
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Supporting  Efforts  to  Attack  the  Processes  that  Slow  C4/IT  Innovation

Transform  S/W  apps  development  and  deployment
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Current Battle Command Environment

Hardware Redundancy

-

Software Redundancy

-

Maneuver

Fires
Intel

Log Air

MTS

GPS
GPS

FBCB2

Current
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Current Battle Command Environment

Hardware Redundancy

-

Software Redundancy

-

Maneuver

Fires
Intel

Log Air

MTS

GPS
GPS

FBCB2

Current Future

Common Hardware with Integrated Apps

Platforms

Common Network Integration Kits (NIK)

HMMWV
MRAP/MRAP-ATV
Abrams
Stryker
Bradley
GCV
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End User Environment & Process

Pilots: PEO IEWS C&A; PEO C3T BC Web SDK; TRADOC & PEO EIS 
Mobile Apps, JPM Guardian & ADCF-E2E Process; Apps 4 the Army (non-POR)

Standardize
LINUX       WIN Define Business Process

Develop Application

App 1

Submit to App Store

Measure

Select Environment

Test

Certify

Available

2010-04-20T12:00:00Z 21America's Army The Strength of the Nation



Software/Apps Development

Web Application Development Challenge
Announced 1 March 2010
Employee Cash Awards up to $30,000
E-mail Questions to: 
CIO/G6ArmyApps@conus.army.mil
Details, info & registration on AKO at:
http://www.army.mil/ciog6/armyappsAUSA Torchbearer brochure 

available on AUSA site at:
http://www.ausa.org/publications/ilw/pages/default.aspx
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Transform  S/W  apps  development  and  deployment

Review  and  Transform  C4/IT  Requirements  Process
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Transforming  Our  Army  &  Our  Signal  Regiment
Supporting  Efforts  to  Attack  the  Processes  that  Slow  C4/IT  Innovation

Transform  Network  Certification   End  to  End  Testing
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SINCGARS

EPLRS

DISN

EoIP networking provides a seamless convergence layer for all
... and Applications, Sensors, Fire & Maneuver

JTRS/WIN-T

IP switches/routers 
connect  dissimilar 

networks

Common standards 
& interfaces ensure 

end-to-end 
interoperability

Our Approach
Why EoIP Networking?
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Commercial Cellular & Tactical Communications
Data Rate Evolution
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Commercial Cellular Technology Generations  

Commercial 
Cellular

Tactical
Communications

The Commercial Marketplace is Driving Innovation at an Accelerated Pace vs. 
the DoD market DoD should Leverage this Innovation More Effectively

LGS Proprietary, All Rights Reserved © LGS Innovations, LLC 2009

Commercial Cellular & Tactical Communications
Data Rate Evolution
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-
Eliminating the Stovepipes

BDE

BN

LDR

RTO

CO CDR

BDE/BN CDR

Military
Commercial

Log Vehicle

Rifleman

Converged 
WIN-T, ISR 
and LOG 
Networks

Any Service
can be 

supported  
on-the-move

Rapid 
adoption of 
commercial 

technologies 
(e.g., 3G/4G)Fewer and 

standardized 
waveforms

All systems riding a common, interoperable EoIP Backbone
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Transform  S/W  apps  development  and  deployment

Transform  Network  Certification   End  to  End  Testing

Review  and  Transform  C4/IT  Requirements  Process
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Our End State
Influence POM 12-

Re-Balance Signal Forces thru the FAA

I
HHT

I
CPs:    28
PAX:  120

ESCESC

ESB
II

I

CPs:    14
PAX:    60

ESCESCESCESCOR

Transforming  Our  Army  &  Our  Signal  Regiment
Supporting  Efforts  to  Attack  the  Processes  that  Slow  C4/IT  Innovation

VCSA Memo
Establish  Governance  Over  The  Deployment  of  the  Network

Review  and  Transform  C4/IT  Acquisition
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USCYBERCOM Mission:
USCYBERCOM plans, coordinates, integrates, synchronizes and 
conducts activities to: direct the operations and defense of specified 
DoD networks; prepare to, and when directed, conduct full spectrum 
operations in and through cyberspace IOT enable actions in all 
domains, ensure US/Allied freedom of action in cyberspace and deny 
the same to our adversaries.

Recommended ARFORCYBER Mission:
ARFORCYBER plans, coordinates, integrates, synchronizes, directs 
and conducts network operations and defense of All Army networks; 
when directed, conducts cyberspace operations in support of full 
spectrum operations to ensure US/Allied freedom of action in 
cyberspace, and to deny the same to our adversaries.

Mission Statements

2010-04-20T12:00:00Z 29America's Army The Strength of the Nation



Recommended COA

Stakeholder Agreements:
Assign NETCOM to ARFORCYBER (vs. DRU)
OPCON INSCOM for Cyber Operations
Establish integrated Cyber Operations Center 

3 Star Commander for ARFORCYBER:  On par with other 
Service Component Leadership; provides one point of 
contact for Army Senior Leadership

New Command with single mission focused on Cyber
Entire command and staff in the National Capital Region Center of Gravity 
for DoD Cyber Operations, proximity to USCYBERCOM

Efficiency and/or Affordability:
Establishment of New Command achieves improved unity of command and 
effort in the near and long term

America's Army The Strength of the Nation 302010-04-20T12:00:00Z

Improve Army C2 
and Unity of Effort 

for Cyber



Recommended COA: Hybrid (New Org) 

*Army  Campaign  Plan  Decision  Point
**  Established  NLT  FOC  (Oct  10)

Command  (Army)
ADCON
OPCON

Coordination

COCOM/OPCON

TACON  for  Cyber

Support

Title  10/50  
(SIGINT)

NSA/CSSARMY USSTRATCOM USCYBERCOM
Dual  Hat

INSCOM

For  Cyberspace  Ops

DCG
ARFORCYBER

Chief  of  Ops

FUOPS  
OPS

IO

LNOs

NETCOM/
9th  SC

Army  
Component  
for  CSS

Current  Ops/
CDO

Technical  Orders
And  Reporting

Title  40  Thru  CIO/G6

Signal  CMD
(Theater)  X  5

Theater  Cyber  
Center  X  6

**

1st IO  CMD*

Functional  
Army  Network  
Ops  Centers

Cyber  
Brigade

ARFORCYBER

Global  Cyber
Integration  
Center

DCG
ARFORCYBER

Assessment/
Capabilities

Targeting

Intelligence

Plans/  
Policies/  
Exercises
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Global  Cyber   OPS  Center

Plans/ 
Policies/ 

Exercises
TargetingIntelligence

PlansPlans &
Programs

Policy

Exercises

Strategy

Training 
& Readiness

Plans

Global Cyber Operations Center

Deputy 
CHOPS

PSYOP

EW

STO

Chief of 
Operations

Combat
Development

FUOPS 
OPS

Global Cyber 
Integration 

Center
IO

Network  
Security  
&  IA

Enterprise
Systems  

Intel Ops

Defense 
Watch Officer

Offense
Watch Officer

CMD Duty 
Officer

GCIC 
Watch Officer

Global  Cyber  Integration  Center

Requirements

Fusion

M  /  D/  C/  TOT
NETCOM      13/09/28/50
INSCOM          39/30/00/69
1st IO                      08/26/48/82          
ARSTRAT        02/06/00/08  

208
203

CNE/A
Targeting

CND 
Targeting

1st IO CMD
INSCOM
NETCOM
SMDC/ARSTRAT
Multiple Organizations
Integrated with USCYBERCOM

Intel
Watch Officer

RFI

Forensics

Technology
Threats

Persona
Profile

Target
Development

Test & 
Evaluation

IOWA

Capabilities,
Assessment & 
Development

Current 
Operations
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IA Readiness

Information Assurance (IA) Rehearsal of Concept (ROC) Drill 
was hosted by 9th SC(A)/NETCOM 30 Mar 1 Apr

Purpose: To focus on the IA functions and systemic DOTMLPF IA/CND gaps 
identified by DAIG Inspections
Participation: CIO/G6-Cyber, FORSCOM, TRADOC, DAIG, 9th SC(A), 7th

SC(T), NEC IAPMs, National Guard J6 & A-GNOSC

IA ROC Drill facilitated by 6 Vignettes as precursors to 
break-out sessions to address issues/actions in detail

Areas needing improvement identified with tasks suspensed

9th SC(A)/NETCOM follow-up session NLT 10 Jun
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POM 12-16 Key Initiatives

Provide baseline C4IM Services and enable the transition to 
more efficient and effective service delivery

(OPA) for SRM and minor construction consistent with OPA
tails identified and resourced for MILCON requirements 

WIN-T and JTRS full funding

Establish enhanced oversight of Commercial SATCOM

Modernizing IT Infrastructure 
Network Modernization
Tactical & CONUS-based Server Implementation

Area Processing Center Stand-Up and Sustainment 
(Columbus, OK City, Redstone, Bragg) 
Establish and promote federated data centers
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Conclusions

Global Network Enterprise Strategy

Global Network Enterprise Construct
Operationalize, Defend, Efficiencies & Effectiveness, Joint

Unity of Effort

Shared Situational Awareness
Bottom Line for the Joint Warfighter
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Service-Disabled Vet-Owned Small 
Business (SDVOSB) Opportunities

Veterans Benefits Act of 2003 & 
Executive Order 13360 sets goal of 
3% for SDVOSB Contracts

Over 12,000 SDVOSB firms 
registered in Central Contractor 
Registration (CCR) Database

Center for Veterans Enterprise 
maintain VetBiz Vendor Info Pages 
(VIP) Database

Army Small Business Website 
useful resource for SDVOSB
http://www.sellingtoarmy.info/User/
ShowPage.aspx?PageID=70

Government Services Agencies 
Website useful resource as well 
http://www.gsa.gov/portal
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